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ARE YOU LEAVING THE DOOR OPEN
TO CYBER CRIMINALS?

▪ Electric doorways we want sealed can be 
blown open.

▪ Two key takeaways:

1. They may not be after only you.

2. Your size simply does not matter.

When your website is down, you can’t 

serve your customers or meet service 

level agreements… and data has been 

compromised – that’s a serious problem.



WILL A CYBER ATTACK DRIVE YOU 
OUT OF BUSINESS?

▪ 60% of companies hit 
do not recover.

▪ Attacks up 60% during 
and post-pandemic.

▪ Avg. Ransomware 
payment in 2021 
increased 82% year 
over year to $570,000.



CYBER ATTACKS
MAKING HEADLINES



J&M CASE STUDY
General Information 

J&M Tank Lines, Inc.

▪ Based in Birmingham, AL

▪ 525 Employees

▪ 420 Trucks

▪ 871 Tanks

▪ 11 Terminals

▪ 120,000 loads delivered / year

▪ Highly Automated

▪ 1 Payroll Clerk

▪ 2 Billing Clerks

▪ 1 AP Clerk



J&M CASE STUDY
Timeline of Events 

What is YOUR maximum tolerable downtime?

Tuesday, April 2, 
2019 [2:30AM] – 
Notification from 

CFO of RYUK 
Ransomware 

Attack Demanding 
$250,000 in 

Bitcoin.

Tuesday, April 2, 
2019 [5:30AM] – 

Regained control of 
phone and e-mail 

systems back. 
Continuous back-up 

compromised. 
Estimated for 

system to be up at 
11:30AM.

Tuesday, April 2, 2019 
[8:30AM] – Reported 

incident to FBI - 
Referred to tech 

vendor. 3 vendors 
assisting J&M. Can’t 
process paychecks 
due at end of the 
week or invoice 

customers.

Tuesday, April 2, 2019 
[1:00PM] – Problem 
with data in system – 
need to back-load a 

week’s worth of data, 
and have a problem 

with one backup 
system. 4th vendor is 
brought in. Payroll 

double pay from week 
prior. Estimated up 
time 8AM April 4th.

Saturday, April 6, 
2019 [5:00AM] – 
1.75 Billion lines 

of data. Main 
system is up, but 
no sub systems. 

Sunday, April 7, 
2019 [Evening] 
–Caught up on 
data entry on 
Sunday PM. 

Monday, April 8, 
2019 [Day] – 1st 
freight bills cut.

**2 weeks from 
this day until all 
sub-systems up 
and running.**

Sunday, June 2, 
2019 [3:30AM] – 
CFO calls – struck 

again. 60 days 
from the initial 
attack, system 

crashed again as 
hackers had 
installed a 

shut-down switch. 
FBI alerted of 

attack.



J&M CASE STUDY
Lessons Learned 

J&M Assembled a 
Team of Experts
•Law Firm: Specializes in 

cyber issues (contracts – 
shippers – vendors).

•Tech Team: Dual 
authentication 
implementation, three sets 
of backups, and move 
anything offline that can be 
moved offline.

What J&M has done to 
prevent this?
•CrowdStrike endpoint 

protection, threat 
intelligence, and cyberattack 
response services

•Cybersecurity training
•Dual authentication
•IronScales e-mail security
•Severely restricted Internet, 

program & resource access

If you’re hit, the hacker has 

probably already been ‘in’ for a 

while. They can check your 

financials and see what you can 

afford to pay.



Global Cyber 
Warfare



CURRENT STATE WE LIVE IN

Source: KCNA



ARMY OF ROBOTS

Cyber is the Weapon of Choice
State Sponsored Terrorism
Zero-Day Vulnerabilities



COMMON MISCONCEPTIONS

Potential 
High Risk 

#1: I’m not a big 
target as I don’t 

have much 
sensitive data

#2: I have a 
General Liability 

and/or Cyber 
Insurance Policy 

#3: I outsource 
my IT or key 
systems, so I 
don’t have to 

worry



Misconception #1

I’m Not
a Big Target
as I Don’t
Have Much 
Sensitive Data.



Employee 
Data

Business 
Correspondence

Financial 
Data 

Records

Credit Card Data

DATA IS THE NEW OIL

Confidential 
Pricing Data

Trade 
Secrets

Electronic 
Signatures

System 
Connections

Intellectual 
Property

Customer 
Lists



TOP 5 CYBERATTACK METHODS

Cyber is the Weapon of Choice
State Sponsored Terrorism
Zero-Day Vulnerabilities

Ransomware Attacks

Denial of 
Service (DDoS) 

Attacks

Remote Desktop 
Services (RDP) 

Attacks

Phishing 
Attacks via BEC

Password 
Attacks



Misconception #2

I Have a 
General Liability
and/or 
Cyber Insurance 
Policy.

BUT

…



Cyber Insurance Policy 
HOW TO CHOOSE A

CYBER INSURANCE POLICY?

Chubb?

AXA?

AIG?

Travelers?

Beazley?

Corves?

Cowbell Cyber?

Allianz? Resilience?

Hiscox?

Liberty Mutual?

CNA?

Berkshire Hathaway Group?



COMMON REASONS
CYBER INSURANCE APPLICATIONS ARE DENIED

1. Inadequate cybersecurity testing 
procedures and audits.

2. Inadequate cyber incident response plans
3. Inadequate backup processes and 

recovery procedures.
4. Inadequate policies concerning the 

security of vendors and business partners
5. Inefficient processes to stay current on 

new releases and patches.
6. Poor-quality security software and 

employee training
7. Lack of adherence to a published security 

standard
8. Lack of use of multi-factor authentication



CASE STUDY: CYBER INSURANCE DENIED

• National Bank of Blacksburg v. 
Everest National Insurance Co. 

• Hacked twice in less than a year 
and suffered total losses of $2.4 
million (phishing scam) 

Not all policies are created equal. 
Do your homework and work with 
your broker in order to negotiate 
the best cyber insurance policy.



CYBER INSURANCE
INDUSTRY TRENDS

1. Cyber insurance market to see rapid 
growth.

2. Pricing is going up
▪ Premiums up 29%

3. Renewal applications are 25 questions 
instead of 4.
▪ High emphasis on minimum security 

requirements – such as MFA, etc.
4. Cyberattacks are constantly evolving, 

making exposure difficult to anticipate.
5. Some insurers cautiously offering modest 

limits for restricted coverage.



Misconception #3

I Outsource My IT 
or Key Systems, 
So I Don’t Have 
to Worry.



THIRD-PARTY VENDOR RISK

DATA BREACHES CAUSED BY A 

THIRD-PARTY VENDOR

74% 59%

THIRD PARTIES PLAY A CRITICAL 

ROLE IN BUSINESS FUNCTIONS



IT 
SUPPORT 

FINANCIAL/
ACCOUNTING

SYSTEM

PAYROLL

VENDOR 
PAYMENT 
SYSTEM

(A/P) 

CAN YOU RATE YOUR VENDOR’S RISK LEVEL?

?
? ?

?
Do you know who your weakest link is?

YOUR ENTITY



THE BLAME GAME



An Ounce
of

Prevention



CYBERSECURITY RISK
IMPACTS YOUR WHOLE ENTITY

EMPLOYEES
DRIVERS
CUSTOMERS
IT
OPERATIONS



HOW CAN YOU MINIMIZE BEING A STATISTIC?

Key Consideration:

▪ What are your assets?

▪ What are your threats?

▪ What are your vulnerabilities?



TechGuard Services 
ADDRESSING HUMAN ERROR

Image Source: BlockAPT.com



CYBER RISK MANAGEMENT 



DO YOU HAVE AN IT STRATEGIC PLAN?

Damage or theft of 
IT assets cost an 

average of 
$1,027,053.

Disruption to 
normal operations 
cost an average of 

$1,207,965.



CYBERSECURITY
REPORTING TOOLS

▪ Companies take 192 days, on 
average, to detect a breach 
and another 60 days to 
contain it, according to an 
IBM report.

▪ Companies that contain a 
breach in less than 30 days 
save more than $1 million in 
comparison to those who 
take longer.
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