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The COVID-19 pandemic has caused more and more people to work from 
home.  The increased use of collaboration and cloud technologies have enabled 
employees to stay productive, but have increased the risk of phishing attacks, 
online fraud and cyber attacks.  In this document, we’ll cover the most popular 
cybersecurity threats and provide tips on mitigating them.  

Phishing Attacks
Phishing attacks have increased in recent months because there are simply more opportunities for 
criminals to impersonate legitimate organizations.  The coronavirus pandemic has caused most 
companies to increase correspondence with prospects and customers.  With so many emails, an 
unsuspecting recipient may unknowingly click on what seems to be a legitimate email.  A link click or 
attachment download from a phishing email may lead to revealing your username and password or 
installing malware that steals company secrets.

So let’s talk about how to identify a phishing email.

Let’s say you receive an email that on the surface seems legitimate.  It will probably be branded to an 
organization that you recognize in order to gain your trust.  

Look at the sender’s email address.  If the email is from Bank of America, then the domain of the 
sender’s email address should be bankofamerica.com.  If it isn’t, that’s a red flag.  

Some scammers try to fool you by making the email domain look legitimate.  If there are multiple 
periods in the domain of the email, make sure you correctly identify which part is the actual domain.  
For example, the email address john@bankofamerica.eprs.com is not from bank of america.  It’s from 
eprs.com.  
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Let’s say you accidentally click on a suspect email link.  It may take you to a webpage that looks legit 
but really isn’t.  Be sure to look at the URL in your browser before providing any login credentials or 
doing anything further.  Make sure the domain is legitimate, just like you did with the sender email 
address.  If the domain is legitimate, make sure you have a secure connection to the site, which will be 
displayed in the browser.

Phishing emails often try to elicit fear or urgency.   Cybercriminals will tell a story to trick you into 
clicking a link or opening an attachment.  They prey on urgency or an individual’s fear. Examples 
include:  

• Notifying you of a recent purchase that you did not make.
• Alerting you to suspicious activity on your account.
• Indicating a problem with your account or payment information.
•  Sharing critical information about cures for the COVID-19 virus, or urgent information from 

government entities.

Phishing emails often contain a generic greeting such as “To our valued customer” or “Dear Sir”.  A 
company that you’re working with will know your name, so this is a red flag.  Phishing emails also 
frequently have misspellings or language within the email that doesn’t seem quite right.
Here are a few simple guidelines to protect yourself from phishing emails:

• Don’t click on links within emails or open attachments from people you don’t know.
• Don’t respond to an unsolicited request from companies you work with; if there is a concern, 

contact the company directly using information on their website.
• Be especially cautious when making online financial transactions. Make sure the website is 

legitimate and the site is secure.
• Don’t provide personal or company information when contacted via email or telephone. Instead, 

use a verified email address or phone number to contact the person directly and confirm the 
legitimacy of the request.

• Finally, trust your instincts.  If an email does not seem quite right, delete it and contact the sender 
directly to verify the email.












